eScada HMI Solution — Licence wwuw.escadasolutions.com

v25.9.1
Licence

eScada HMI Solution — Licence 10f12



Scada HMI Solution — Li

cence wwuw.escadasolutions.com

Table of Contents

HOW €SCada lICBNECES WOTK.....eiiiiieiieeeeeee ettt st 3
Free development, you only purchase the run-time...........cc.cooeeveriiniiiniinieeeteeee et 3
Without a licence: one hour of full OPETation...........cc.ceciieiiiiiiieiieciecece et e e e e aeesbe e saaeaaa s 3
Licence tied to the hardware and tolerance MOde...........ccccoueriiriiriiniinereee ettt 3
Tolerance applies only to an Operating PLANt.........cccuiiieiieiriieieieeeie ettt et e st e e e re e s sabeessseaeesaaeesssneaenns 3
The typical case: disaster recovery and hardware replacement.............cocueeeerierernieniennieneeneereesee et 3
Where the licence file iS 10CAted...........civuiiieriiiiiieeeee ettt ettt et s et e st st sbeenees 3

Licence managemMent POItal........coo oottt ettt st e sae e st s be e saae st e e seesaneebeens 4
This is what you can do with the POTtal..........ccccoiiiiiiiiiieeee ettt e e sae e s saesbeesaeees 4
OPETALING flOW....iiiiiiiiieeiieeieece ettt e e et e e st e s te e teeebe e seeesbe e saaesseasseaasseasssesssaassaaasasenssaasseesseansaeenseensseenseenses 5

How licences are activated in @SCada... ..ot e 6
Activating a solution from the server USer INterface............ceeuerviiiriiriiieiieeieeeeeee et reesaee e 7

Without a previous licence file Of YOUTS.......c.coiriiiiiiiririrteeer ettt 8
With a previous 1icence file Of FOUTS........cocuiiiiiriieiieieceeee ettt e e e e ste e s b e e e e ssse e seesnsaens 9
Activating a solution with server and client TUNNING..........cocteriieiiiiriiiirieeieee ettt sttt e s 10
Without a previous licence file Of FOUTS.........ccciiiiiiiiiiiiieeeeeeeeee ettt e e s e e saeessseenes 11
With a previous licence file Of YOULS.......c.coiiiiiiiiiriinieeee ettt 12

Scada HMI Solution — Licence 20f12



Scada HMI Solution — Licence wwuw.escadasolutions.com

How eScada licences work

Free development, you only purchase the run-time

With eScada, development is free of charge: the development suite can be downloaded freely and
lets you build a real, complete solution without any functional limitation.

You only purchase the run-time licence, that is, the one that accompanies the solution when it goes
into service, and its cost is deliberately kept low.

This means you can evaluate, design, build and test the whole application at no cost, and purchase
the licence only when the solution is ready to do real work.

Without a licence: one hour of full operation

A solution that has not been licensed yet is still fully functional: the eScada server runs without
restrictions for about one hour, after which it shuts down.

This is the mode intended for development and testing: restarting the server gets you going again,
but continuous operation requires an active licence.

Licence tied to the hardware and tolerance mode
The run-time licence is tied to the hardware of the system it is activated on.

If that hardware changes, a replaced PC, a failure, a restore, the existing licence is no longer valid
for the new system.

For these situations eScada provides a tolerance mode: when the server recognises a previously
valid licence, it keeps running without shutdowns, while showing every 20 minutes a warning
inviting you to activate a valid licence.

The plant therefore does not stop, and you have all the time you need to request the replacement
licence and activate it, while production goes on.

Tolerance applies only to an operating plant

This tolerance applies as long as at least one client is connected to the server, that is, as long as
there really is an operating plant in front of an operator.

A server running with a previously valid licence but with no client connected shuts down anyway,
like an unlicensed solution: this is a deliberate measure to prevent the tolerance mode from being
used to run unlicensed copies on a permanent basis.

The typical case: disaster recovery and hardware replacement

The typical use case is disaster recovery or hardware replacement: you restore the solution on the
new system (with eScada, copying the folder is enough), the plant restarts immediately thanks to
the tolerance, and in the meantime you request the licence replacement, from the eScada customer
area, one click on the replacement button next to the licence is enough, and once approved the new
licence is ready to activate.

Where the licence file is located

The licence file is located in the “... \hmi\licences” folder and has the following names:
msw-eScada.Hmi.Server-25.lic for MSW operating systems
Inx-eScada.Hmi.Server-25.lic ~ for LINUX operating systems
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Licence management portal

For licence management there is the licence portal: a private, personal and secure area where you
find all your eScada licences and manage them yourselves, whenever you want, in a few clicks.

You sign in with the credentials that will be provided to you, and from there on you do everything on
your own: activations, documents, replacements, statistics; no intermediaries, no opening hours.

The portal is reached from the website: https://www.escadasolutions.com/ using the button at the
top right labelled "My licences"

Or with the following URL: https://www.escadasolutions.com/mdsite/licences/public/

This is what you can do with the portal

- Activate licences on your own: choose an available licence, paste the registration key shown by the
software and immediately obtain the activation key.

You can also record the product version and, if you wish, your own job and order references. Already
during the activation you can associate the licence with one of your end customers and attach a
private note. Everything happens in real time, at any hour: no waiting, no emails.

- Keep everything organised: every activated licence is listed, searchable by year, month, product,
customer, job, order or invoice, with your private notes attached.

Each licence shows at a glance its state, its version and the references you assigned to it.

And if a piece of data has changed or was missing, you correct it or complete it at any time from the
licence details.

- Download the licence documents: a PDF ready to file, at any time. The document is the proof of
ownership of your licence. Perfect to attach to the job file or to pass on to your end customer.

- Request a replacement with one click: changed the PC? The key is tied to the hardware: use the
replacement button next to the licence and the request reaches support directly. As soon as it is
approved, the new licence appears ready to activate. The new licence inherits the data of the
previous one, and the link between the two remains visible in the list: the history of each
replacement is never lost.

- Manage your end customers: a private register of your customers, to associate each licence with
its recipient and filter the lists accordingly. Names are encrypted and visible only to you, not even to
eScada: if you want maximum confidentiality you can use aliases that only you recognise. The
licence-customer associations are yours: you create them, change them and reorganise them
whenever you want.

The better you maintain them, the more explanatory your lists become and the more consistent
your statistics.

- View your statistics: how many licences were activated per year, broken down by customer and/or
product, with PDF export of the report. At a glance you see how activations are distributed over time
and which customers and products they concentrate on. Concrete help also for planning your next
licence order.

- Manage your credentials: you change username and password yourselves, whenever needed.
Access is protected and limited to one active session at a time.

- Monitor the accesses: every sign in to your area is recorded with date and time, and you can
attach a note to it. The list can be filtered by year and by month, so you quickly find a specific
access.

The note remains editable for ten days, then it locks: a useful access diary that cannot be rewritten
after the fact.
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Operating flow
Machine and plant builders know their production plan in advance, over 3, 6 months or the year.

Run-time licences can follow the same planning: they are purchased in batches, according to what
you expect to produce, and consumed one at a time as the solutions go into service.

The flow starts with your purchase order for a batch of licences.

In the order you may, if you find it useful, already list the destination job of each licence; this
indication is optional, the order is valid without it too.

Upon receipt of the order the corresponding licences to be consumed are generated; if the
references were present in the order, each licence is created with that data already assigned.

You do not receive keys or files to look after: the licences are made available directly in your private
area.

From that moment you find them in the list of available licences, ready to activate, each one already
accompanied by your order number and, when indicated, by the destination job.

You then activate them one at a time, when each solution actually needs one; there is no time
constraint, a generated licence remains available until you consume it.

During the activation you can complete the licence data: add your private notes and associate your
end customer.

These associations belong to you and remain editable even after the activation: if a licence changes
destination, or a piece of data was missing or wrong, you fix it from the licence details.

Filling in these fields is not mandatory, but it pays off: lists and statistics are based on them, and the
more complete they are the more useful searches and reports become.
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How licences are activated in eScada

The starting point is the credentials: eScada provides you with the username and password for
access to the licence portal, your private area.

From that moment the whole activation process is in your hands, with no intermediaries and no
waiting.

Of course you also need a licence to consume: it comes from your purchase order, as described in
the operating flow, and you find it in your area already prepared, with the order data associated.

Every activation always starts with the same gesture: the eScada server, started on the destination
system, shows its own registration key.

This key is generated by the software and captures the hardware it is running on: this is why each
licence is tied to that system and cannot be transferred to another one.

With that key at hand you enter the portal, and here the two available modes open up.

Which of the two to follow depends on a single factor: whether or not you own a previous valid
licence for that solution, as described earlier.

- The first mode is the new activation, and concerns a solution that has never been licensed.

From the list in the licence portal choose one of your available licences, paste the registration key
shown by the software and immediately obtain the activation key.

Enter the activation key in the eScada server and the solution is licensed: from that moment it runs
with no time limits.

During the operation you record the product version and, if you wish, complete the picture with your
references: job, order, private notes, end customer.

- The second mode is the one based on a previous licence, and is used when you already own a
licence file of a solution licensed in the past.

By loading that file, eScada retrieves the licence data by itself: you do not have to re-enter anything
by hand.

It is the quickest way to license a new solution or a restored one.

If instead the hardware has changed, a replaced PC, a failure, a restore, the previous licence is no
longer valid for the new system, but you are not stuck: the previously described tolerance mode
comes into play.

Only in this case is the replacement needed: in the portal use the button next to the original licence
and the request reaches eScada support directly, without writing a single email.

As soon as it is approved, the replacement licence appears in your area ready to activate, and the
path becomes the one of the first mode again: paste the new registration key shown by the
software, obtain the activation key and enter it in the server.

The licence activation procedures are described below.
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Activating a solution from the server user interface

What follows is the step by step description to activate a licence without owning a licence file
previously used to activate another solution.

This procedure can also be used if you own a previously valid licence, but it is in fact mandatory
when you do not own any previously activated licence file.

It represents the method for activating a licence while the solution is still under development; later
in this document the way to activate a licence with a running solution will be described.

In any case, the solution must start | p.giect parameters %W
with the server interface visible; this
behaviour can be configured by setting | = #= | & &
the project properties as shown at the ,
: v Start-up behaviour
side.
. . . . Delay [ sec
Typically, a final solution will be
. . . m ” J e
released with this option set to “false”.
Start client False
Client exe Jescada. Hmi.Client
Start picture rmain
Shutdown mode On closing first local client
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Without a previous licence file of yours

When no licence file is present in the licences folder, proceed as follows: from the “file” menu use
the “Product key” option to bring up the window shown below.

*

Product activation status

© X ©

Register  Activate | Clear Exit
Registration Opticns

Customer information

1D | Your personal ID provided by the eScada supplier |

Company | your company name |

EMail | please insert a valid email address |

Keys
Registration

64B43448BAW2YVSZ777DASTS5BQ617B8UDL97C53C3E94225E

Activation

TUNR MSW Remaining time to shutdown: 3439 sec

In this case, the “Customer information” section must be filled in completely with the data provided
to eScada; only one of these comes from eScada, the ID code, which is an alphanumeric code that
identifies you and must have been provided to you by eScada.

To activate the licence, just follow these steps:
1) Enter the data in the “Customer information” section.

2) Press “Register”; at this point the server is registered. Now select and copy the registration code
only and, using the private licence management area on the eScada portal, activate it using one of
the available, previously purchased licences.

The activation code provided by the portal must be entered in “Keys\Activation”.

3) Press “Activate” and the background of the activation code field turns green.
At this point the server is correctly activated.
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With a previous licence file of yours

Just copy into the licences folder a licence file in your possession that is active on another system,
or used to be.

From the “file” menu use the “Product key” option to bring up the window shown below.

Product activation status >
O ¢ K ©
Copy Activate Clear Exit

Registration  Qptions

Registered to

ID| e |

Company | b |

EMail | - |

Keys
Registration

1E1B8723AWYV5ZD77D25TB6717B8UQYCO953CC3EECE465284

Activation

Insert the activation key here, then press the 'Activate’ button

TREG MSW Remaining time to shutdown: 3383 sec

The licence file contains your data, which you provided to eScada at the beginning of the
collaboration, so there is no need to enter any data in the “Registered to” section.

To activate the licence, just follow these steps:
1) Press “Clear”, a confirmation is requested; you can proceed only by answering “Yes”.
2) After confirming, a new registration key will appear in “Keys\Registration”.

3) Press “Register”; at this point the server is registered. Now select and copy the registration code
only and, using the private licence management area on the eScada portal, activate it using one of
the available, previously purchased licences.

The activation code provided by the portal must be entered in “Keys\Activation”.

4) Press “Activate” and the background of the activation code field turns green.
At this point the server is correctly activated.
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Activating a solution with server and client running

What follows is the step by step description to activate a licence starting from the following
situations: a) a solution for which no licence file is available, b) a solution for which a licence file
previously used to activate different hardware is available, c) or the licence file is already present
because a solution is being restored after replacing the hardware.

The mode described below deliberately reflects the case in which the solution is running, the server
is active and the client is connected; what follows shows that the licence can be activated anyway

without interrupting the process.

This is also the typical use of the licence activation procedure that can be carried out while
connected remotely to your end customer’s plant, whether you are with your development PC next
to the machine, or you are doing it through a VPN.

An important prerequisite is that the
number of allowed clients is sufficient
to connect the server with the debug
tool named: “eScada.Tools.Client”

For this purpose, the number of
allowed clients must be configured in
advance in the project properties to a
number that allows the tool to be used.

This means that, during development,
at least 1 must always be added to the
number of clients the process has to
handle, to allow the later use of the
debug tool.

Project pararneters

£

Server

Mame eScada. HMI. Server
IP Address 127.0.0.1

TCP Port 3000

Ciens P

IP= allowed *

Shutdown mode On closing first local client

X

In fact the debug tool “eScada.Tools.Client”, once connected, will consume one of the allowed
clients in the total number of simultaneously active connections.

Common actions to perform:
1) Run the “eScada.Tools.Client” tool.

2) Enter the IP address of the server to reach.

3) Connect to the server.

4) Log in to the solution using the administrator credentials; those of the system user “admin”, not

of just any administrator.

5) Check the licence state with the “$SYS.Server.Licence” system variable; for a licence that is not
active, items [1] or [2] show a value of 1, while item [0] has a value of 0.

6) Act on the licence data with the “$SYS.Server.Licence.Management” system variable

The instructions for the two typical licence activation cases follow.

Scada HMI Solution — licence
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Without a previous licence file of yours

This is how the “$SYS.Server.Licence” licence attributes look when starting without a previous
licence file.

W

This is how the “$SYS.Server.Licence.Management” licence attributes look when starting

Derived channels *

Mame

SCHMNOTIFICATIONS_MSG

© 85Y5.Motifications_Tags

SCHSYSTEM

© SPIC.Pictures

T 85YS.Access

¢ 85Y5.Client

! 85Y5.Client. Threads

T 85Y5.Motifications

¢ §5YS.Recipes

T S5YS.Server
555, 5erver.Clients
§5¥S.5erver.Licence
55¥S.5erver.Licence.Management

55¥S.5erver.Memory

previous licence file.

Mame

W

Derived channels *

SCHMOTIFICATIONS_MSG

"17 SSYS.Motifications_Tags

SCHSYSTEM
I SPIC.Pictures
| SSYS.Access
I 55¥S.Client
| 55YS.Client.Threads

T S5YS.Notifications
"1 SSYS.Recipes
T S5YS.Server

55VS.5erver. Clients
35VS.5erver.Licence
85VS.5erver. Licence.Management

S5VS.5erver. Memory

In this case you need to:

Description

System netifications channel
Motifications tags messages
System information channel
Project pictures list

User access information
System variables, client side
Client threads

System netifications variables
System recipes variables
System variables, server side
Connected clients one by one
Server licence information
Server licence management

Server memory information

Description

System notifications channel
Motifications tags messages
System information channel
Project pictures list

User access information
System variables, client side
Client threads

System notifications variables
System recipes variables
System variables, server side
Connected clients one by one
Server licence information
Server licence management

Server memory information

Update [ms]:

Values

[tem
Itern [0]
Itern [1]
ltern [2]
ltern [3]
ltern [4]
Iterm [5]
Itern [6]
Itern [7]
Itern [8]
Itern [9]

1000 v | ¥ Q

Infermation

Motes
T=Licence OK

1=Server shutdown on invalid licence

1=Warning message or server shutdown...

Remaining time
End-User ID
Company name
EMail address
Registration code
Activation code

Active options

Update [ms]: | 1000 ~ ‘ @ f:\\

Values

Item
Itern [0]
ltermn [1]
Item [2]
ltem [3]
Itern [4]
Itern [3]

Vanable information

Motes

End-User ID

Company name

EMail address

Registration code

Activation code

Action 1=Clear, 2=Register, 3=Activate

a) Enter your data, as provided to eScada, in items [0], [1] and [2]

Limits Value
OFF 0
OFF 1
OFF 0
OFF 3403
OFF

OFF

OFF

OFF

OFF

OFF 0

Limits  Value
OFF

OFF

OFF

OFF

QFF

OFF 0

Unit

4

without a

Unit

Al

b) Perform “Register” by entering the value 2 in item [5]; at this point the server is registered. Now,
by double clicking on item [3], you can select and copy the registration code and, using the private

licence management area on the eScada portal, activate it using one of the available, previously

purchased licences.

¢) Once you have the activation code, it must be entered in item [4]

d) Perform “Activate” by entering the value 3 in item [5].

At this point the server is correctly activated.

The correct activation of the server can be checked with the “$SYS.Server.Licence” system variable;
item [0] must now show 1, while items [1] and [2] show O.
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With a previous licence file of yours

This is how the “$SYS.Server.Licence” licence attributes look when the procedure is carried out
using a previously activated licence file.

Derived channels % ¥
Mame Description " Update [ms]: | 1000 ~ ‘ @ ,\\
v SCHMOTIFICATIONS_MSG System notifications channel
T17 SSYS.Notifications_Tags Notifications tags messages Values Information
v SCHSYSTEM System information channel ltem Notes Limits  Value Unit
“17 SPIC.Pictures Project pictures list Item [0] 1=Licence OK OFF 0
1 85YS.Access User access information ltem [1]  1=Server shutdown on invalid licence OFF 1
S 85YS.Client System variables, client side Itemn [2] 1=Warning message or server shutdown ...  OFF 0
i 55VS.Client.Threads Client threads tem[3]  Remaining time OFF | 3458 see
"1 SSYS.Notifications Systemn notifications variables ftem 4] | End-UserID OFF
- Itemn [5] Company name OFF
1 S5Y5.Recipes System recipes variables Item [6] EMail address OFF
v S SSYS.Server System variables, server side Item [7] Registration code OFF
55YS.Server.Clients Connected clients one by one Iterm [8] Activation code QOFF
S5YS.Server.Licence Server licence information ltem [8]  Active options OFF 0
§5YS.5erver Licence.Management  Server licence management
55Y5.5erver.Memory Server memary information

This is how the “$SYS.Server.Licence.Management” licence attributes look when the procedure is
carried out using a previously activated licence file.

Derived channels *

Mame Description ”~ Update [ms]:| 1000 ‘ @ ,\\\
A SCHMNOTIFICATIOMNS_MSG System notifications channel
"1 SSYS.Motifications_Tags Notifications tags messages Values Information
v SCHSYSTEM Systern infermation channel Item Motes Limits  Value Unit
T SPIC.Pictures Project pictures list Item [0] End-User ID OFF
I S5VS.Access User access information ltem 1] Company name OFF
I 85YS.Client Systern variables, client side Item [2] EMail address OFF
= SSYS.Client. Threads Client threads ltem [3]  Registration code OFF 1E1BST23AWYVSZDTTD25TE...
| S5YS.Metifications System notifications variables ftem [4] Act?\ration code . . OFF
) ltemn [3] Action 1=Clear, 2=Register, 3=Activate = OFF 0
| 55YS.Recipes System recipes variables
v T S5YS.Server System variables, server side
55¥5.Server. Clients Connected clients one by one
§5¥5.5erver Licence Server licence information

§5¥S.5erver.Licence.Management  Server licence management

S5Y5.5erver.Memary Server memary information

In this case you need to:
a) Perform “Clear” by entering the value 1 in item [5]; the “Registration code” will be regenerated.

b) Perform “Register” by entering the value 2 in item [5]; at this point the server is registered. Now,
by double clicking on item [3], you can select and copy the registration code and, using the private
licence management area on the eScada portal, activate it using one of the available, previously
purchased licences.

¢) Once you have the activation code, it must be entered in item [4]

d) Perform “Activate” by entering the value 3 in item [5].
At this point the server is correctly activated.

The correct activation of the server can be checked with the “$SYS.Server.Licence” system variable;
item [0] must now show 1, while items [1] and [2] show O.
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